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» NXP A~ EIPT38 ERVEm (Mifare Series &
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» Mifare Classic - Cryptof1
» Ex. YoYo £
» Issue

Crypto1 Structure ~ Mifare Classic protoco
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Mifare Classic protocol
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Crypto1E2Hitag2fy

» MIFARE Classic

m

» CHAP(Challenge-Handshake Authentication protocol

d

Select Card Reader
ATQA; UID; SAK

--------—->-

Authentication(Block No.)
<€
Ny

prng() = ny
cryptol(K, ny uid

> | cryptol(K, niB uid)

prng() = ng
inxt . {ag}

Cryptol(nR) 9 kSl
Ny @ kSl , 9dR @ kSZ suc?(n;) = ag
cryptol(ng) 2 ks; | <
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Structure

» Structure state 48bit

Filter Function

keystream bit
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»Crypto1 ->Stream cipher
»Easy LFSR
»Hitag?2 ->5tream cipher
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Mifare Classic - Crypto1
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1R stMifare Classic B%

» Brute force

Crypto1

CPU 50 years / GPU

14 hrs
»Hitag2 . N/A

» Non-Brute force

» PRNG (Pseudo random number generator EQETK
» Parity a2t AR &R REL 2V &5
» Filter Function 8 AZB D EeET AR

A keystream BZRIGM IR IER

281/sec (use every possible key value to authenticate

"48/281 = 1001690308578.84 sec = 16694838476.31 min = 278247307.93
= 31763.39 year
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Attack metho Miffare Classic Cryptol
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1R sIMifare Classic BEEZ &=

Attack method Miffare Classic Cryptol
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IRaIMifare Classic Bt AL R EE
- FREL 3 BE I TE TV 3 SAT solver

» ¥ Crypto1 stream cipher attack
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» Mate Soos: Extending SAT Solvers to Cryptographic Problems
CryptoMiniSat2
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SATE &8

ME—HMMAEREL - X "TE—HE8E  anEsEXARE) BEKIL
(X, VX, VX3 ) A (X VX3V Xy ) A (X, V= X, ) = TRUE

» BEIRACNF . RIMEHAMSEIE50=(10%-12) 50 = (10 and -12) EXE
0100 =50 v 10 = TRUE
0-120 =50 v =12 = TRUE
0-10120 50 v =10 v 12 = TRUE
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xsIMifare Classic B%
B X BERHRET

Example
General (Boolean) algebra = A,B,C,X,Y,Z ....

AVBVO*XVYVZ)=True
m For SAT solver Boolean algebra=1, 2,

1V2V3 ,
- 1230

4560
For SAT solver input format = DIMACS format ;
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®-61 63 64 67 68 69 77 83 84 87 9 183 184 187 1e8 1e9 173
x-62 64 ©65 68 69 70 78 84 B85 88 92 184 185 1088 109 11@ 174
%-63 65 66 69 70 71 79 B85 86 89 185 166 189 11@ 111 175 €
Xx-64 66 67 70 71 72 80 86 BT 90 9¢ 186 187 116 111 112 176
¢ filter number (iii-33) = -1

- start run filter (countks) 1 =>> 35 36 38 39 41 45 47 48
¢ start into fa === 35 36 38 39

35 -177

36 -177 B

38 -177

-35 -36 -38 177 B

35 -178 @

38 -178 @

-35 -38 178 @

root@ubuntu:~/ccc# ls
cmsat-2.9.5

s SATISFIABLE
v -1.2345-87 -89 -18-11 12 -13'-14 -15 16 -17 18719 28 .21
-22 23 -24 -25 -26 27 28 29 -38 -31 32 -33 34 -35 36 37 -38 -39 4
8 41 -42 43 44 45 -46 47 48 -49 50 -51 -52 -53 54 55 -56 -57 58 5
9 60 -61 62 63 -64 65 -66 -67 68 -69 7€ -71 72 73 -74 -75 76 -77
78 -79 -8e 81 -82 -83 -84 -85 86 87 8B -89 98 -91 -92 -53 94 95 -
96 97 98 99 1ee 101 1e2 -1e3 -1€4 -1685 106 -107 -168 -169 -118 11
1-112 -113°-114 -115 116 -117 118 119 128 -121 122123124 125 -
126 127 128 129 138 -131 -132 -133 134 135 136 -137 -138 -139 148
-141 -142 143 -144 -145 146 -147 148 140 158 151 152 -153 -154 -
155 -156 157 158 159 160 -161 162 163 -164 165 -166 -167 168 169
178 -171 -172 -173 -174 -175 -176 -177 -178 -179 -180 -181 182 18
3 184 185 186 187 -188 189 -196 -191 182 -183 -194 -195 -196 -197
-198 -199 -280 -201 -282 -203 -284 -2085 -206 -287 -208 -289 -21@
=211 =212 -213 -214 -215-216 -217 -218 ' -219°-228 23] -233 =223
224 -225 226 -227 -228 -229 -2368 -231 -232 233 -234 -235 -236 -23
7 -238 -239 240 -241 -242 -243 244 245 246 -247 -248 249 -258 -25
1 252 253 -254 -255 -256 -257 258 -259 260 261 -262 263 264 -265

16




Generate cnf file
CNF /RElI 1. I FEHEE S True
2. BIRN FIERREFHORER - A FAXOREH BT &A1 AXFHEE
3. AFAEREEFEMLE O ﬁ%m% 7C (DIMACS format)

ﬂjugit___ . {ugtgubuntu:=ETHP# cat test.cnf
Ex. 20
_ _ root@ubuntu:~/TMP# time /home/kk/ccc/emsat-2.9.5/build/cryptominisat --verbosity
1or2=true => {1 ’O} {O 1} {1 1} =0 --maxsolutions=9994096 test.cnf
2 = true => {1} S SATISFIABLE
v-1280

FEMNLMERGNE (IRE N) .
Solve = {0,1 1,1 v120

{1 ’2 } a {2 1} s UNSATISFIABLE

)

Ficryptominisat2f% - %5 R5cE EME real  @no.684s

user Bme.0e4s

5yS Bme.eeas
root@ubuntu:~/TMP#



AIEE —

root@ubuntu:~/THP# cat test.cnf

Ex. X128

20
1 xor 2 = true => 10,15, 11,0} root@ubuntu:~/TMP# time /home/kk/ccc/cmsat-2.9.5/build/cryptominisat --verbosity
2 = true => {1} =0 --maxsolutions=9994896 test.cnf

5 SATISFIABLE

BE EMEEGFR (ZE N) B
Solve = £0,1} 5 UNSATISFIABLE

=-12 real  Om@.063s
user  Omo.004s
5YS Bme . 060s

iNi root@ubuntu:~/THP
FAcryptominisat2 - 45 R5e 2 [Pt RISl
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IMifare Classic B BEHNZ S
Differential =%
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F=IMifare Classic B%
- Differential =

.

» HLFSREDET&EngZE D MM IR
input diff

LFSR Poly( do, d1, ..., d17)
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F=IMifare Classic B% S o
Differential =4

/

ks

VAN S v/
= /] -

VRO - Slfn,

c( state

fc( state + differential

Sz

fc( state ) - fc( state + differential
Calculus : Chain rule

h&&*?*
* *~

dfc
Benefit: one variable is gone

dfc dfa
dx15

dfa  dx15
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Differential - special trace
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PREIMifare Classic I B Z %8
- Differential - special trace

I L
LR L] R LR aww LR L L \
_— =

Xg vy Xpa| Z | - DT < (D« Input
ks
| P |
Xg X14 | z | X X +— (D) «— Input2
ks’
| 15 )l a7 |
0.....0 1 | PR «—Pe 0
ks * ks’ =0
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RNEESTHENE?
» ST ¥ Crypto1 (Mif lassic protocol

HE— D HINEA
» FH{LRYStream cipher : Hitag?

» EFfMifare Classic protocol
PIERNBEDETHREHESTER
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Mifare Classic vs Hitag2

» Generation Mifare Classic - Hitag2 traces
» Select Hitag2 cipher and its filter function
» Secret initial Key => input (uid”nT * nR)
> Output keystream : ks1,ks2,ks3

Qi34 e7 8o |10 |Ll2)l3|l4)1la|la|1T 18|18 202122232425 26|27 2820|3031 |3z)33)|:24

=] E1]

Y ¥ Al \ Y ¥y i i i 1 R Y Yy

fa = 0xa83C [ = Dx&TT0 fp = 0xa770 fp = 0xA770

fa = 0xA63C

\ \ \ 1

Y

fc =0xD349CERD

kerystream
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»64bits continuous keystream

»64bits continuous keystream & a33 HELP
~ bits
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- 1. A EINEN
r l fed bit
» Grain of salt state 48bit — &
» ksO, ks1 on
Filter Function
keystream bit
| | fed bit
» Mifare Classic state 48bit
protocol

» ks2,ks3 in practice

uidAnt, nR

Filter Function

keystream bit




Grain of salt xRS TP E
Y crypto1E2hitag2 M FERY
cnf file( ME)

{F£FHGrain of salt 4
KPenf BEAS (AE)

cr?ptﬂl—
cryptol-o-

3 root@ubuntu: ~fcccfgrainofsale-1.2.1 /build
File Edit Wiew Search Terminal Help

roup 38 help bit

= 2]

group 31 sr[e][«

6 —1& 1Y -—-313

group 31 sr[@]

-6 18 -11

P31 srie]
ig —I1X -13
up 31 sr[@][48]
= e I S aRt B NS BC R B
gro up 31 E:[rl][4u]
—11

G
,_.

group 31 5r[u]
-1 6 18 XX 13
c group 31 sr[e
-1 6 =18 =11 -313

B-8xe9fc41c974630008-1. output

alblal2bf63158d-1.cnf
¢dalblal2bf63158d-1.output



racd BUbUARLY:

teabfbubunty; ~feecigiainedalt-1.21 hulld

«Labi - ]ahk
9
Ll Lhith -1 1 1618

163

-1460 1 10k; 1
1888 -1RA1 -1B82 -1BH3 1884 -1BAS 188G -1BAT -1BAH
1901 -1902 -1503 -1904 1905 0

codgralnotsalt=1, 2, Libiul i I

Solver time 2m43.315s




cnf file rule
* Secret Key algebra =1 ~ 48

1. LFSR
2. Filter Function

. HE
E
. HE

gl N W
[

_P
P

P

Di1tS
DItS

DItS

(64bits)

uid*nt
{nR}
ks2 , ks3

x-61 63 64 67 68 69 77 83 84 87 91 102 183 184 107 188 109 173 €

x-62 64 65 68 69 70 78 84 85 88 92 163 104 185 108 1689 110 174

x-63 65 66 69 70 71 79 85 86 89 164 165 1e6 1% 11@ 111 175 @
V—34 Dﬁ 67 Tu 71 72 80 86 87 90 94 165 186 187 118 111 112 176 ©

|

run fllTHf Lcnunfks] 1 ====>> 35 36 38 39 41 45 47 48 5

intﬂ fa === 35 36 38 39
e
70
a8
-38 177 8

c* - - uidnT HELP-bit @x7CE41829
*x-113 @
=114 @
*x115 8

c*-- ksl HELP-bit 8x258AFFB5
x-221 145 1452 @
x-266 146 1453 @
x-311 147 1454 ©
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ERAKINRILEE  FHItE—I8EZH3-10RNBIEA
REBERFHEREENA NG —ERREERE - FiT
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Mifare Clissic - Cryptol |, 20 trace solve time 8O O reurkmbent v /Projuec/ 153

File: Edit View Search Terminal Help

1593806 = | 2m39.280s | using30traces EAEE FOOTAUbINTIL:-# cd /home ki/project/4l.

159.4339| = | 2m39.433s |using30traces | 1655218303 | [SSutiamabe i

1504473 = | 2m39.447s | using30traces dnaxtxf—x 7 oot Toat 4096 20140421 23.08 ../

68,2262 = | 2md8.220: | using3traces root@ubuntu:-/project/41.163# ./CHD.sh

1691528 = | 2m49.1532 | using30traces | sHEfEEE & continuous have input HELP uidnt32bit {nr}32bit keystream ks2 ks3 64bit solve 30
1694664 = | 2md9.466s | usingiOtraces | 4.9850760242

169.5214 = | 2md9.521s | usingA0traces

17023004 = | 2m50.30% | using30traces | fEgRMEE el Seauniaond

17069020 = | 2mS0.690: | using30traces 16822623 i SGTHES s

continuous bave input HELP uidnt3Zbit {nr}32bit keystream ks2 ks3 64bit solve 50

Given ks2,ks3 64bits

Solver time 2m48.226s

Hitag2 : 3&7 %73 #&......unsat




A BIILE 547 - Mifare Classic protocol
- Give a33 HELP bits

» a32 state vs a33 state

input diff
LFSR Poly( do, d1, ..., d17) _

i

a 000...000 00000000...00000000

s

-

s

-

-

-

s
-
-

-

e

-

-
-

4

.

s
.
-

-

s

s
-

a 00...000 00000000...00000000
14 15 16 46 47

o
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A BN EE 4T - Mifare Classic protocol
, 20bit 0m5299 | ImB6%6 | 2116848 A
it ke s iphat BELF i (o) 26t e | omasss Toums| P> PR _C IR ES
alpha33, HELE bile | Crpol | Hisg? (RS omg (m8228 | 0ml9.036 | 1388071 Ez b
45k Om0015 | OmD123 | 450 it 0md6.342 | OmS4.798 | 0.709479 nA
4Th 15 | DmDRLT | OA53M6)  2Shit 0m32.192 | 0m4234 | 0.78913 E =1 BZ
dtiy bRl | Om0G53 | LASS7TL4|  2dbit 0m9817 | O0mlo88l | 1.214997 R&
45k Ol | OmdEZ2 | 030955 23bit Oml1.581 | Om20485 | 1061289 =
e T006l | Omdzi | 3101 22bit Onl4d7> | Tmdl5IL | 30713 ggl;
| 1k D06 | D206 516l 2Lbit 0m34.12 | Om39.790 | 0699703 =
[ 47k Ml M) | OmSese0 | 2mmm 20b%t Oml0o47 | Omd8211 | 2.742534 _“I—jj[lL fo
[ A1k [lmEI.HE- [m[l.!-ié l_ﬁlmﬁg lgb%t 011115.421 2m59.954 10.}.1455
T 0l | Balgio | &l L Oml9464 | 3ml4.303 | 9688748
N ML sl ey Gt Oml7435 | 2m35995 | 8121516
1
3-331 ”"E';'f'l Ll 66 H’éﬁﬂ 15t 0md0218 | 4m338% | 647302
3’.‘ tnadly | Im678 | 77 ”3'3 14bit 0m21203 | 2m41.361 | 6.820876] 6bit 1mS0.741 | 60m22.338 | 326002
igtﬂ m;;: ﬂlﬁﬁ Eiﬁi'; 13bit Om44.793 | 2m59.337 | 3473%06| Sbit Imll.3 | 112ml17398 | 94.39553
: U 12bit 0m30.419 | Sml6.190 | 10.18166| 4bit 2m39.106 | 240m15.779 | 90.56509
| b (m0E84 | OmldbB3 | ORI6TLpp 0m20083 | 4m21904 | 8.7042%| 3bit oml862 | 300m< NA
l 23bit L4 | ImBAM | AMITT  jopit 0m27.333 | 8m25.080 | 18.11173] 2bit 2m9.226 300ms< NA
{ E (ml3 | Om2ABL | 079164 obi Omd1.032 | 10md6.935 | 153092] Lbit 3m8.885 |  300m< NA
b (a7l | fmll¥s | 026042  shit 0m32.712 | 13m24.324 | 24.20061| Obit 2m6.861 300m< Na
| ki meses | Oml3ST | 123513 Tt —— | 1m004l | 22mD6.123 | 1031812 T R




A BN EE 24T - Mifare Classic protocol
Give a33 HELP bits

B{ERBIZRER

200
250
200

150

.

100

-
.

-

.
.

50

.

. .u
.

.

-

-
.

o
-
-

48hit

46bit
A4bit
42bit
40bit
38bit
36bit

bl

24bi
22bi
20bi
18hi
16bi
14bi
12bi
4hi

10bi
8hi




A BN E 4T - Mifare Classic protocol

. , 20bit 0m5299 | 1mB6%6 | 2116848 6t Im50.741 | 60m22.338 | 326292
Gt keystenm o alghasd HELP o (L) 28bi 0m6098 | Om2488 | 2447855 Sbit imll3 | 112m17398 | 0430553
dlpha33, HELP bl | Cpol | HingZ |ESIE | omi 0m8228 | Oml9036 | 1388071 dbit 2m39.106 | 240m15.779 | 90.56509
45k (001> | Om0.123 43 26hit 0md6.342 | Om54.798 | 0.709479]  3bit 2m1.862 300m< NA
T bl | 0mdOLT | QA5346 oopi Om2192 | 0md234 | 078913 2bit 2m9226 | 300m< | Na
46t 02l | Omdg | Leasnle odbi 0mO817 | OmlOS8 | 1214997 Ibit m8885 | 300m< | Na
15h 002 | Om0OZ | 03005 23bi Omi1561 | 0m20485 | 1061269 Obit 2m6361 | 300m< | NA
i Mm0g6l | Om3Z03 | 3L40i%6 22bit Omi4472 | TmdlSLL | 30.7413 \
U Daled | Dubis | 518 2lbi 0m342 | 0m39.790 | 0699703 ; |
T e e =
A1k (mfl3% | Om0366 | LAl%dgg =SS0l ... .. - Crytpo |
i 0 LE | faro | ot augol_ Lobi 0mi8797 | 2m88l6 | 9198161 j’ l Hilag2
o | g | i1 AR AL APl HACESES AL
i = 1 mi/f. 122, X * 3
m gmmij';'é tﬂ;,ﬁ iﬁ?; 15bit ond0218 | n33893 | 647ap] BTAITRE 0 0.751345504 37.56626869
, ' Lt DR 0m21203 | 2mdL361 | 6529676 (m#412  10md6azs
26k Unbdé | bol9s% | BSR4 0mé4.793 | 2m50337 | 3473806 kit
29hi Pl | Omldts | LEb ) op 0m30419 | 5mi619%0 | 1018166
Htld UmﬂlE;q l:ulgl [N M i e
i tmillé | lnif My cnf 2 Cryptof1
i Wl 2t Solver time 0m34.12s 10m46.935s
31 t"“ Ml‘j‘ig 1:']II.|. |3-'F o T ol VLD FLE Lolllas. 084 LH.LTVUL
hi inf% | Omi3sET | 1235148 Toi Im0.141 | 2m26.123 | 1931812
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Crypto1

2m43.315s

Grain of salt
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for new YY card

» 1. B BES R AR traces
>Nt are different, so does {Nr}
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REIZE D W E -HiSRiARtrace

» E—EFUidEE - nTEESIEAfed bit/E B W Astate - FIEnToOl LI E #
= &state Ik EE nRHHYﬂlEJtI:IjJ‘*t ABEnRIBXHAE 1= - EUE
EEDENTHNE—EbitTELE - EnTEHTREMEtraceE0 5
0x000100000000 - Z#EnRE AIGZEIZEH - MstatefrFFfed bitiF4E &0 -
H 2B e keystream2R Bk - ks = ks’ Bl O] iR Estatef®kiFE—EbitA
=7

> FEANTZE7ME : 0x87441585 Crypto1 ; 0xe7002260 hitag?

nt2=nt1*0x87441585; nt2=ntl1™0xe7002260;
nr2=nrl1~0x6E108000; nr2=nrl~0x80e63000;
input2 = uwid ~ nt2; input2 = wid *~ nt2;
input2 = (input2 << 32) | nrz; input2 = (input2 =< 32) | nrz;

15




RBEDHE - ZNHREL

NHEANES
- 2%71%%—;state ZE1@EbitE =N

Cryptof
<

—
—

OyL|2]3(4[5|6]|7|8(9 10'11 12I13 141? 1811 Eﬂlil 2223124 25(26|27 |28]29]30)31)32)32
A
EEENEENEEERENEN

fo = 0x26cT fi, = 0x0dd3 fi, = 0x0dd3

i { I

fr = 0x4457c3b3

input

kevstream
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> EDAERIVNES
» 3 [ R¥Fstate E1{EbItBESD

Hitag?2
—
Djigzjip4 EIE]'? :19 lI:I11‘13131»1lElElTlElEED:l::H2435353?2529101112333415161?
L7 N 4 N4
| | \ ¥ | | YooYy ¥ Yy
fa = 0xRE3C fp =0xA770 fp =0xA770 fp = 0xATTO
¥ | Y L i

fc =0xD343CEED

keystream

/
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> EENEE
4 kS%]j %E%D , E_[EEHR;.;%\“’E' Ng N

X

‘ c( state ) = fc( state + differential
fc( state ) - fc( state + differential ) =
. dfc dfc dfa
alculus : Chain rule

vy

enefit: one variable is gone dx15 dfa
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RBEDKE - ENH=ELN

Cryptol # 57 #2 5 : -
Diff_1 = fc( fa(9,11,13,df(15)),fb,fb, fa, fb)-
Diff 2 = fc( fa(9,11,df(13),15),fb, b, fa, fb)-
Diff_3 = fc(fa(9,df(11),13,15),fb, fb, fa, fb)-
Diff 4 = fc( fa(df(9),11,13,15),fb, b, fa, fb)-

4 diff rules

Hitag2 % 45 F 25 -
Diff 1 = fc(fa(2,3,5,df(6)),fb,fb,fa,fb).
Diff 2 = fc( fa(2,3,df(5),6),fb,fb,fa,fb)-
Diff 3 = fc(fa(2,df(3),5,6),fb,fb,fa,fb)-
8 diff rules Diff 4 = fc(fa(df(2),3,5,6),fb,fb,fa,fb)-
Diff_5 fe( fa(8,12,14,df(15)), fb, fb, fa, fb)-
Diff_6 fe(fa(8,12,df(14),15), fb, fb, fa, fb ).
Diff 7 = fc(fa(8,df(12),14,15), b, fb, fa, fb)-
Diff 8 = fc(fa(df(8),12,14,15), b, b, fa, fb)




= g _ESdcnfRYIE4EE

» CNF file rules
* Secret Key algebra =
1. LFSR
2. Filter Function
3. HELP bits : uid"nt

4. HELP bits : {nR}
=D FET, ; cryptol*4{&
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Differential lab with 5 mle

trace .| Crwtpol HitagzZ? FHE ==
=10 GBS 008 A6dmS 450 52588444518
55 Bt 463 A1Z2m 7 9als 47 06317501
S0 SmA 82 s Z55m 1 90%9s 477 40945994
45 AP . A6Es 2 1lmd2 .88 s 69,1 59955584
400 Ao L350 Sa0m 15088 ] .93095 76
S5 Sms 508 AEEmis .28l EY G A F005
A Ame. 101s A0 m 1 A 0T s S A05A9E A
5 Amd . 129 AlZ2mZ24.7F11s FOTEFEOREE
i) Ams Y9ls GBAAmSA A2 3 159 62279932
15 Sm'l. 71 s SOGB6md Hads S . BEB9AA6E
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<10 min

My cnf 2

Solver time
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REIZED WE - HELP a33 bits

E EIRED - BB 4a338VHELP bits - B
4o

K2R E B 222082 30trace iR crypto1 MHitag2 ELEE BN
A E B fsE A 7 20tracesF130tracesHY M fEcase
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Differential lab with 5 rule  alpha33 HELP 20 trace

alpha33 HELP bits | | Crvtpol | Hitag? |fH=fgE2
19 hits MA Q04,785 HA
18 hits ldzndld 1257200 8813655
17 hits 2213709 1286420 H8111E]
16 bits 2097559 1221091 5823869
15 bits 2147431 1728835 8050712
14 bits 2202315 1748915 7941258
13 hits 2296657 2009724 8750648
12 hits 2116633 2177903 1028947
11 hits 214409 2677345 1715102
10 bits MA S649662 HA

B ™

Solver time
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2000

1000

0 .
19bits 1Bbits 17bits 16bits 15bits 14 bits 13bits 12bits 11bits 10 bits

e (TID0] e HITEE L

a ‘\!EiE;éE;’r r
K#] <220 sec = 3. 6min w2 = 1000 sec=16. 6min

s




Differential lab with 5rule  alpha33 HELE 30 trace

alpha33 HELP bits | | Crytpol | Hitag? |fHE{EE
19 bits MA 2153204 NA
18 bis 1306564 2342147 17926
1’7 bits 1628662 229032, 14.0626
16 bits 1967488 2033.13 1033363
15 big 1965496 2769023 14.08817
14 bits 1908321 2995134 1569512
13 bits 2038462 2193.108 10.75864
12 bis 1600047 2253522 14.0841
11 bits 1747519 4758851 2723205
1) bits NA 695271 NA

B ™

Solver time
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2000

1000

0 —t—— e —

19bits 18bis 17bits 1bbits 15bis 14bits 13bits 12bis 11bits 10 bits

e FVI00] e Hita g2

r".

b |

K#A <200 sec = 3. 3min

#7#] = 1000 sec=16. 6min
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no a33 HELP _ 30trace < 10 min > 300 min
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HELP a33 _ #4] < 220 sec = 3.6min £ > 1000
20trace sec=16. 6min
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» 1. RBIEDWERINEET]
» Hitag2 >> Crypto1
2. MZETE Filter Function inputBHamming
distance®13 - BER#ANRE T )R BIEN21°
3. NEIZE D B EZ ¥1Stream Ciph r,EiMifare

Classic protocoli& il 57 £

4. 2% I AMifare Classic - :
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Hitag2/@ — &l tECrypto1i&cipher - ER LY
Mifare classic protocol - UEMERERE L
AR S
PRBESTIEBENRE - HIRMEA—IER
stream cipher #ioliE N BUNINE - RINEE AR
Sprotocol F H 2B & ZrIY 7]
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xtra: Non-NIST Ciphers

Lavabit, TrueCrypt, SilentMail etc

» Close any good (tough) services or companies as you can ?
The link between NIST and NSA ? RSA and NSA?

» ECC?

» AES?

» SHA-17?

» OpenSSL Heartbleed ?
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Extra: Toward a New Good/Bad Worl

» Prepare for the Good New World ?
» Government cannot censor anymore ?

» Prepare for the Cryptopocalypse ?
» Discrete Logarithm Problem(DLP) is easier than we thought before ?

-

.
- ””*
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” *

» Eurocrypt2014
» A Heuristic Quasi-Polynomial Algorithm for Discrete Logarithm in Finite Fields of Small

***»n
.
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» ECCisok?
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David Hilbert

e must know
We will kno

-

-
-
-
-

w .
-

.
-

T
.

.
.
£
.
.;;,* * ;” -
i .
i >x<>x<>x<>x<
.
-
i
*:N
i .
..* .
e
.
E




